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SAFEGUARDING 3: ONLINE SAFETY POLICY

BENENDEN

The purpose of this policy is to provide guidance to employees of Benenden School (Kent) Limited
and its subsidiaries (collectively ‘Benenden’ or ‘the School’).

The internet brings enormous benefits to the world of education and work, as well as being an integral
part of people’s social lives. At Benenden we believe in embracing the online world and educating
pupils and staff to use technology responsibly and safely. The safe use of ICT is an issue of
behaviour, education, infrastructure and monitoring; it is fundamental to safeguarding pupils and staff
both in and out of School. The School takes all reasonable precautions to ensure that users access
only age-appropriate material and to educate pupils about online dangers. However, experience
shows that it is not possible to guard against every danger and so we take a proactive approach to
minimising risks whilst also educating students so that they can respond appropriately to an unsafe
situation.

This policy aligns with the requirements of the Online Safety Act 2023 (UK) and reflects the latest
guidance from "Keeping Children Safe in Education" (September 2025), ensuring compliance with the
latest legal obligations regarding online safety.

Risks are considerably greater where devices are beyond the School’s control (4G, 5G, social media
platforms, emerging technologies such as Al tools, use of Virtual Private Networks, etc.) and so the
education aspect of safeguarding in this area is particularly important. Getting students into safe
habits when accessing the online world via our systems should enable them to make the right choices
when using their own connections. A key part of the online safety support we provide is showing
students how to apply controls and privacy settings to their own devices and accounts.

It is important to be aware that safeguarding concerns can happen solely offline or solely online, but
that it is often the case that issues can happen concurrently both in the real world and online.
Whenever considering any offline issue the staff involved should always explore whether there is also
any online component.

The School recognises the significant impact that online activities can have on pupils' mental
health and wellbeing. Staff are trained to identify signs of online-related mental health issues,
such as anxiety or depression stemming from online interactions, and to provide appropriate
support or referrals.

This policy also acknowledges that emerging Al technologies, including generative Al and
deepfakes, introduce new potential risks. We prioritise educating pupils about these
technologies, the associated risks, and the ethical use of Al tools. As part of our compliance and
awareness-building approach, staff are encouraged to familiarise themselves with the DfE’s Al safety
guidance:

https://www.gov.uk/government/publications/generative-ai-product-safety-expectations



https://www.gov.uk/government/publications/generative-ai-product-safety-expectations

SAFEGUARDING 3: ONLINE SAFETY POLICY

BENENDEN

Management of Online Safeguarding

Online safeguarding is the responsibility of the Online Safety Coordinator/Designated Safeguarding
Lead (the Deputy Head Pastoral) who is supported by an Online Safety Officer (the First Deputy), an
Assistant Online Safety Officer (the Director of Digital Strategy and Innovation) the IT department and
other members of the Safeguarding Team. There is a dedicated governor for Safeguarding, which
also includes Online Safety, who reviews the annual Safeguarding report as part of the Safeguarding
Committee. Any online safeguarding issues (for staff or pupils) must be reported to the Online Safety
Coordinator, who will work with the Kent Safeguarding Children Multi-Agency Partnership as needed.

The Online Safety Policy is formed of two sections and four appendices:

1. Keeping Pupils Safe Online
2. Keeping Staff Safe Online

Appendices

A. Pupil Acceptable and Safe Use of ICT Agreement
B. Staff Acceptable and Safe Use of ICT Agreement
C. Educational Appendix
D. Technical Information

This policy is part of a wider set of Safeguarding Policies which are designed to protect and promote
the welfare of children. The Safeguarding Policies, which can all be accessed here, are:

Safeguarding and Child Protection

Anti-Bullying (including cyberbullying)

Child on child abuse

Online Safety and the Acceptable Use of ICT (this Policy)
Use of Reasonable Force

o abkown=

Anti-Radicalisation.

These Safeguarding Policies are supported by a number of other policies, which can be accessed
here:

Staff Code of Conduct

Data Protection

Whistleblowing

Recruitment

Disciplinary Procedure and Process

a0

Staff should be aware that pupils and staff are vulnerable online as they can be subject to
cyberbullying and online exploitation. In such cases, the Online Safety Policy must be read in
conjunction with the Anti-Bullying, Child on Child abuse and Safeguarding and Child Protection
Policies. The guidelines for responding to an incident or receiving a disclosure outlined in the Child
Protection Policy are therefore most likely to be used when dealing with an online safeguarding
incident. However, not all online incidents will be a safeguarding concern; some will be of a
disciplinary nature, in which case the guidelines in this policy will apply.

The online world can also be a source of both sexual harassment and misinformation regarding
healthy relationships. It is therefore important that the School’s RSHE programme educates pupils
around these online risks and gives guidance around reliable sources of advice around relationships


https://benenden.sharepoint.com/sites/SHB/Documents/Forms/AllItems.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://benenden.sharepoint.com/sites/SHB/Documents/Forms/AllItems.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
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and sex, including the influence of social media influencers and the need to critically evaluate online
content.

1. Safeguarding 3A: Keeping Pupils Safe Online

Staff have a dual responsibility: to use ICT safely and professionally themselves and to safeguard
pupils’ usage. This section deals with pupil use of ICT. Full details of the School’s technical controls,
including filtering, monitoring, MFA, and device management are set out in Appendix D — Technical
Information

1.1. Reporting Online Safety Concerns

The School will manage Online Safety incidents in accordance with the relevant policy: Child
Protection, Anti-Bullying, Anti-Radicalisation, Disciplinary Procedure, Child on Child or Pupil
Behaviour as appropriate. Parents/carers will be informed of any significant incidents concerning

pupils.
1.2. Procedure

1.2.1. If a pupil, member of staff, parent, guardian or anyone else raises an online concern, follow the

guidance for Child Protection or Bullying concerns i.e.

a. Do not promise confidentiality. If a child asks you to keep a secret, explain that, in order for
her to receive the help and support they need with a serious problem, it may well be
necessary for you to speak to someone else. Emphasise that no one will be told who does
not need to be told.

b. Listen carefully being non-judgemental, supportive and respectful. It is best to have another
adult with you, who can be suggested by or agreed to by the child.

c. Exercise extreme caution in asking to view any evidence that may involve inappropriate
images or videos, particularly those of an intimate nature, as this could constitute a criminal
offense. Do not view, copy, or share such content. Instead, inform the Designated
Safeguarding Lead immediately.

d. Preserve the evidence, for example by collecting in the relevant device(s), but do not
forward any illegal or inappropriate content, as you could fall foul of the law in sending
inappropriate content yourself. Staff should not print out, screen shot or in any way
reproduce any material that could be considered illegal or inappropriate.

e. Wait until the end of the disclosure and immediately write up a summary only recording the
facts as the child presents them. Do not include any personal opinions from the note-taker.

f. Report your concern to a member of the Safeguarding Team, usually the Designated
Safeguarding Lead but, in their absence, the Online Safety Officer and/or the Anti-Bullying
Officer. Such concerns might include breaches of filtering, inappropriate searches
suggesting pupils are a safeguarding concern, cyberbullying, illegal content, grooming etc. If
the concern is about online radicalisation then the Anti-Radicalisation Officer should also be
contacted.

1.2.2. The concern will be recorded on the Safeguarding and/or Behaviour and Bullying log(s) as
appropriate. Advice will be given to the member of staff/pupil/parent about the next steps.

1.2.3. Where there is cause for concern or fear that illegal activity has taken place or is taking place
then the School will contact the Children’s Safeguarding Team and/or Kent County E-Safety
Officer and escalate the concern to the police. If the School is unsure how to proceed with any
incidents of concern, then the incident may be escalated to the Area Children’s Officer or the
County E-Safety Officer.
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Cyberbullying (along with all other forms of bullying) of any member of the School community will not
be tolerated. Cyberbullying now includes newer forms of cyberbullying such as doxxing (sharing
private information publicly), swatting (false emergency calls), cyberstalking and Al deep fakes.

The Child protection and Behaviour and Bullying logs are reviewed annually by the Safeguarding
Committee to inform future planning of pupil, parent and staff education and how best to keep pupils

safe.

Anyone who has concerns about any aspect of Online Safety should contact the Online Safety

Coordinator.

1.3 Types of unsafe behaviour online
The DfE document ‘Keeping Children Safe in Education’ (September 2025) outlines four broad areas
of risk relating to young people’s activities online:

Content: being exposed to illegal, inappropriate or harmful material;
Contact: being subjected to harmful online interaction with other users; and

Conduct: personal online behaviour that increases the likelihood of, or causes, harm.

Commerce: risks such as online gambling, inappropriate advertising, phishing and or financial scams.

The following table exemplifies some of the potential risks:

Online Risk
Category

Aggressive

Sexual

Values-Based /
Ideological

Commercial /
Exploitative

* Violent or hate
material

* Pornographic

» Racist, sexist or extremist
views

* Gambling content

Content . material . e . * Inappropriate
What pupils _Graph!c or » Sexualised Al- Mlsog)_/nlstlc/m|sandr|st adverts
distressing i messaging L
may be . generated images oy . * Phishing scams
imagery + Disinformation .
exposed to * Unwelcome . . + Paid-for sexual
* Al-generated s » Misinformation
; explicit content . . content
violent content + Conspiracy theories
Contact Cyberbullying * Grooming . _ * Scam messages
. * Harassment or . * Online radicalisers
Who pupils . * Coercive o . |l* Fraudulent
. doxxing . « Communities encouraging||. . .
may interact . messaging influencers or identity
. * Threatening . self-harm or hate
with  Sextortion theft attempts
messages

+ Sharing explicit

Conduct_ Posting violent content « Trolling or hate speech Enga_glng in risky
How pupils threats . . ., ||spending
ST * Creating * Sharing false or extremist .
may behave ||» Participating in ) * Promoting unsafe
: sexualised content .
online harassment monetised content
deepfakes
;ligizmal * Donating to manipulative ||* Gambling, loot
. . . * Subscribing to  |influencers boxes, crypto
Risks linked to||* Paying to access ) . e
: : . adult content or  ||* Being exploited through  |[schemes, phishing,
financial violent content : . . ; )
. sexting-for-reward |lideological clickbait
transactions or . L
o merchandise/content monetisation
exploitation
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The School acknowledges that emerging Al technologies also introduce new potential risks. While the
School attempts to minimise Content concerns through its filtering systems (see 3E: Technical
Information), it also prioritises education for pupils about online safety, including awareness of Al
generated content, to provide them with the tools they need to keep themselves safe from Content
Contact, Conduct, Commerce, and Al-related issues.

Both Contact and Conduct risks can also represent potential routes to radicalisation, and thus staff should
read this policy in conjunction with the Anti-Radicalisation policy. As the School is both a place of education
and a home for pupils during term time, pupils have access to a wider range of sites, including social
networks, than might otherwise be the case in a day school. All pupils have laptops and mobile phones,
and the majority have a tablet of some form or another.

As new Al technologies emerge for which there may not be specified guidance, staff are encouraged to
exercise common sense in their use and report any concerns to the Safeguarding team.

In terms of pupil education, the School:

*  Encourages pupils to work with us and tell us when they have concerns.

+ Tries to maintain good channels of communication rather than ‘over-blocking’ sites, so that pupils
let us know when they encounter difficulties with any digital content, including Al-generated
material.

» Takes pupils through the Acceptable Use of ICT Policy every year, asking pupils to sign the
agreement online.

*  Gives reminders in House Order about online behaviour.

* Conducts Whole School Prayers focusing on how to stay safe online, including addressing Al
generated content and its potential risks, as well as any legal updates related to Al.:

* Informs pupils about changes to online safety practices as they evolve, including changes related
to Al technologies.

» Integrates online safety lessons into the PSHEE/RSHE and Digital Futures lessons, which now
include awareness about Al-generated content and its implications.

* Includes discussions about safe online behaviour in the Pupil Induction Programme, with specific
reference to Al-generated content and the potential risks associated with it.

» Asks Big Sisters and Prefects to promote safe behaviour online, including guidance on navigating
Al-generated content, and to assist pupils in ensuring their privacy settings are up to date and
appropriate for all digital interactions.

+ Keeps parents informed through lectures, workshops, and newsletters, which now encompass
discussions about the challenges of Al-generated content and its role in online safety.

+ Employs a group of senior pupils, the ‘Digital Leaders’, who regularly visit House and hold
conversations with pupils about the evolving landscape of online safety, addressing specific topics
including the implications and responsible use of Al technologies.

1.4. Filtering and Monitoring of online activity

The School uses a layered approach to filtering and monitoring, incorporating a Sophos Firewall and
Lightspeed Filter to safeguard students and staff across all devices. These systems use advanced Al
to block access to inappropriate, harmful, or unknown sites, content, and images.

The Firewall prevents all internet access to each year group after their set bedtime and the lightspeed
content filtering settings are set according to student year group, day of the week and time of day.
This ensures age-appropriate and activity-appropriate internet content access is maintained for all.
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Lightspeed sends alerts via email to the whole safeguarding team when the Al detects potential
threats including suicide, cyberbullying, self-harm, violence. The alert is reviewed and acted upon
immediately and details entered into our CPOMS safeguarding system. We also have ‘Human
Review’ service in place so if a member of the safeguarding team is not available to respond /do not
respond quickly the Lightspeed Team will step in to call the safeguarding team members and then
potentially the emergency services if no-one is reached.

Regular audits are conducted to ensure the effectiveness of filtering and monitoring tools, and updates are
made in response to new online risks, including those posed by emerging technologies and platforms.

Physical monitoring of student device use in lessons is part of the everyday teacher classroom
practise and there is a default expectation that laptops are closed when not in use during lessons.
The boarding context of the school means that these content settings are more complex than they
might be for a day only school and so these are reviewed twice a year by the Safeguarding Team.
Clear documentation of the content filtering and firewall settings is maintained by the IT team.

Internet activity can be live monitored at individual, year group, key stage and whole school levels and
detailed reporting of student past internet activity is readily accessible by any member of the
Safeguarding team. Anonymised logs of the School’s responses to filter alerts are reviewed by the
Safeguarding Committee.

Staff, including the Governing Council, receive Online Safety training and this includes understanding
the role they play in the filtering and monitoring of pupil internet access.

In cases where there is a staff welfare or safeguarding concern, staff member internet activity can be
explored live via the lightspeed platform and reports of internet usage can be downloaded. The Head
and one other of the Chief Operating Officer, First Deputy or Deputy Head Pastoral must provide a
joint written record to indicate this action.

1.5 Pupil Use of Mobile devices

Please use the following link for detail on when pupils in IV to UV may have their devices, as well as
further guidance on their use:

ACCEPTABLE USE OF MOBILE PHONES AND HANDHELD DEVICES

In some instances, such as Enquiry Weeks and trips, younger pupils may be requested to bring their
mobiles with them in order to make use of facilities such as the camera or as an additional means of
safeguarding pupils when off-site.

Mobile phones are great for keeping in touch but they also provide an opportunity for people to send
inappropriate messages to one another very easily and without thinking of the consequences. Staff
may confiscate a phone or device if they believe it is being used to contravene the School’s
Behaviour or Anti-Bullying Policies. If there is suspicion that the material on the mobile may provide
evidence relating to a criminal offence, the phone will be handed over to the police for further
investigation.


https://benenden.sharepoint.com/sites/SHB/Documents/Forms/AllItems.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Acceptable%20use%20of%20Mobile%20Phones%20and%20Handheld%20Devices%20Policy.pdf
https://connect.benendenschool.net/staff/Handbook/Documents/Acceptable%20use%20of%20Mobile%20Phones%20and%20Handheld%20Devices%20Policy.pdf
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2. Safeguarding 3B: Keeping Staff Safe Online

All staff sign an Acceptable Use of ICT (AUP) agreement (see Appendix 1) which outlines the steps
they will take to behave in a safe and professional manner online. Staff should be aware that their
online conduct out of School could have an impact on their role and reputation within School. Civil,
legal or disciplinary action could be taken if they are found to bring the profession or the School into
disrepute, or if something is felt to have undermined confidence in their professional abilities. Online
behaviour must always be compatible with UK law.

Staff are required to maintain the professional standards demanded of adults working in a School
who, by virtue of their employment are in a position of power, influence and trust. All staff are required
to be familiar with the Staff Code of Conduct policy, which outlines appropriate behaviour in both the
online and offline world. They should protect the reputation of the School and of themselves in the
real and the virtual world.

If a member of staff discovers an online safety issue concerning pupils or staff, whether deliberate or
not, the member of staff should immediately contact the Online Safety Coordinator or the IT Services
Manager, as appropriate. A member of staff failing to report an issue would be in breach of the AUP
which could lead to disciplinary action.

2.1 Management of Social Networking, Social Media and Personal Publishing

2.1.1. All members of the School community are advised not to publish specific and detailed private
thoughts, especially those that may be considered threatening, hurtful or defamatory and they
are reminded that what is posted online may be viewed by a large audience and may remain
there forever.

2.1.2. Staff may have private social media accounts but may not ‘be friends’ with, ‘follow’ or in any
other way engage with current pupils using private social media accounts, as this would cross a
professional boundary. Staff may be ‘friends’ with Benenden Seniors, but only when the Seniors
are at least 21 years old, and should be aware that Seniors may be linked to current pupils.
Staff may have other roles outside of School in which they may need to use social media
platforms, non-School email accounts etc to contact current pupils or recent Seniors under 21
years old. In such cases, the staff member must inform the First Deputy of this. Staff may
connect professionally with Seniors via professional networking platforms, such as LinkedIn
and Benenden Connects, as soon as they have left the school.

2.1.3. Staff members must ensure their security settings are private. Private social media accounts
need to be used in a manner that does not bring the member of staff or the School into
disrepute or affect their professional status.

2.1.4. Staff must take particular care if they choose to make reference to the School in any private
posts, that they do not make damaging statements which could adversely affect the reputation
of the School.

2.1.5. Staff have a duty to behave in a professional manner, even in their private posts, as any
information posted online could compromise their ability to discharge their duty as a member of
School staff working with young people. Teachers in particular should be aware that the DfE’s
Teachers’ Standards (2012) state that ‘a teacher is expected to demonstrate consistently high
standards of personal and professional conduct’.

2.1.6. A department may establish a link with Seniors by setting up a separate departmental
Facebook site or other social media account and this should have privacy settings which only
allow access to a specific group of seniors. These sites should be registered with the Online
Safety Coordinator.
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2.1.7. If a member of staff wishes to set up an official blog or wiki which is linked or can be tracked
back to the School, permission should be sought from the Online Safety Coordinator. Such a
site should be password protected and run from the School website.

2.1.8. Staff are able to set up work-specific social media accounts, using their School email address,
in order to be able to teach pupils the safe and responsible use of Facebook or other social
media or for other educational reasons such as revision for exams. These sites should be
registered with the Online Safety Coordinator. Profiles of pupils and the members of staff must
be different from and unlinked to their personal profiles.

2.2 Management of mobile phones and personal devices

Staff should not use their own personal phones or devices for contacting pupils and their families but
they can use the Teams app on their personal devices as long as the devices is secured with a
password or . School mobile phones are available for trips. If this is likely to be an issue for a
particular event then speak to the EVC (Director of Boarding).

Where staff wish to take photographs of pupils during School activities and trips, all photographs must
be taken on School devices. Houses should have a House device to use and anyone running a trip
can organise for a mobile phone via the Travel office and a camera via the Marketing office. If this is
likely to prove difficult then speak to the Online Safety Officer.

The agreement for managing personal devices is outlined in the AUP.

2.3 Management of Email
The use of email within most schools is an essential means of communication for both staff and
pupils. In the context of School, email should not be considered private.

The School gives many members of staff their own email account to use for all School business. It is
the responsibility of each account holder to keep the password secure. Staff should avoid using
passwords that they use for any personal accounts. For the safety and security of users and
recipients, all mail is filtered and logged; if necessary email histories can be traced. Staff must not
contact pupils or parents to conduct any School business using personal email addresses and should
avoid using School email addresses for personal business.

All email users are expected to use appropriate language in email communication and not to write
anything defamatory, unpleasant or untrue about another person. Staff must inform the Online Safety
Coordinator if they receive an offensive email.

It is quite common these days to receive emails from unknown sources which may contain links, or
attachments. Great care should be taken with these emails and simple rules should be followed to
maintain the security of any system.

Unexpected attachments, even from people you know, should not be opened as they may contain
malicious software.

Emails containing links may be a ‘phishing’ email, clicking on the link may well take you to a site
where you are asked for your email and password. Look out for these kinds of emails, clues that they
are fraudulent are often found in the quality of the written English, or hover (not clicking) over the link
to see the actual address you would be directed to. If you suspect an email is a phishing attack simply
delete it. The School will periodically run a mock phishing attack and the results will be reviewed.
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Safeguarding 3 Appendix A: Pupil Acceptable and Safe Use of ICT Agreement

This agreement is explained to you at least three points during your school career (IVth, LVth and 6.1) and
you are required to sign it each year in September. This ensures that you are aware of any updates to the
policy and that you reaffirm your commitment to safe and responsible online behaviour.

It is important that you realise that the power of the online world brings certain responsibilities to

yourself and towards others. You must not misuse the network to hurt others or put yourself in danger.
Breaching these requirements will result in appropriate sanctions.

Using the Network

* | understand that the school will monitor my use of the IT systems, websites, email, and
other digital services provided by the school.

* | understand that the school ICT systems are primarily intended for educational use during
the school day and that | will not use the systems for personal or recreational use during
the school day, except during break /lunch times.

» | will respect others’ work and property and will not access, copy, share, remove or
otherwise alter any other user’s files, without the owner’s knowledge and permission.

* | will not reveal my username and password to anybody else, nor will | try to use any other
person’s username and password.

* | will treat School ICT equipment with respect and care and will immediately report any
damage or faults involving equipment or software, however this may have happened.

» | will not touch display screens, teaching screens, or other classroom signs unless a staff
member is present and gives permission.

Internet use

» | will not search for, upload, download, send, print, or access any materials which are illegal,
obscene, or inappropriate or may cause harm or distress to others.

« | willimmediately report to staff any accidental access to inappropriate materials.

* | will not attempt to by-pass the school's internet filtering systems and | will not use or attempt
to use a Virtual Private Network (VPN) in school.

* | will not pass off material downloaded /copied from the internet as my own as this is
plagiarism.

*  Where work is protected by copyright, | will not download copies (including music and videos).

* | will be aware of “stranger danger” when | am communicating on-line and, if in doubt, | will
seek the advice of a member of staff or parent/guardian.

« | will not disclose or share personal information about myself or others on-line.

+ | willimmediately report any material or communications | receive online that make me feel
uncomfortable or which are offensive, discriminatory, threatening or bullying. | will not respond
to any such communications.

« | will only upload /share content concerning the school, or use its name in content online, after
gaining permission from the Deputy Head Boarding and Pastoral Care.

Generative Artificial Intelligence technologies
* | will only use Al in a way that does not cause harm to others.
* | will only use Al in a way that does not put my personal data or the data about anyone

else at risk. This means that any reference to an individual and/or their personal data must
not ever be included in questions or information provided to an external Al tool.

10
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« | will only use Al tools for school classwork and Prep activities as directed by a teacher
and in accordance with the Benenden Al usage grid.

+ If ateacher does not specify an Al usage term for a given piece of work, | will either seek
clarity or assume that this means ‘No Al usage’ applies, and | will not use it.

* | will document all my Al usage for a piece of work in the pupil’s self-assessment form that
is provided, and | will include Al citations where this is possible.

* | understand that the use of Al on submitted schoolwork without permission from a teacher
will be viewed as Plagiarism and it will be sanctioned as such by the school.

* | understand that the use of Al on any coursework/NEA for external assessment is
forbidden at the school. As has always been the case, and in accordance with section
5.3(j) of the JCQ General Regulations for Approved Centres.

« | will critically evaluate content generated by Al tools and verify information with reliable
sources before accepting it as true.

I will not use Al tools to create or disseminate disinformation, deepfakes, or any content
that could harm others.

Online Communication

* lunderstand that | have an email account issued to me by the school. | must use this
email account when emailing staff at School.

» | will adopt appropriate etiquette when sending emails to staff and other students, ensuring
those emails are polite and formatted correctly.

* | will only access or use my email or other communication /chat applications in lessons if |
have specifically been asked to by my teacher.

* 1 will be polite and responsible when | communicate with others online, | will not use
strong, aggressive, or inappropriate language and | appreciate that others may have
different opinions.

* | will not send offensive messages or pictures, use obscene language, or use email to
bully fellow students, harass, insult, or otherwise annoy others.

« | will not take, use, share, publish or distribute images of anyone without their permission,
even if | consider the image to be harmless.

* | will not share other peoples’ contact details or other information about them without their
permission.

¢ | will not refer to the school, its staff or students on websites or other areas of social media
without the school’s consent.

« | will not build, use, or host any website (e.g., Blogs, YouTube) outside of the school
network which contains any material relating to Benenden School or members of the
school community.

« | will not tolerate receiving offensive messages and will report any problems to my tutor,
my HM, the Online Safety Officer, a member of the Safeguarding team or anyone else with
whom | feel comfortable.

Taking images or video footage in House and around school

» | understand that images should not be taken in changing areas or toilets/showers or when
pupils are wearing swimsuits, a towel, nightwear, underwear or when they are naked.

* | acknowledge that | need to get permission from pupils and staff to take any images of them
and | must make it clear what | intend to do with the image.

11
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* | will not share or post online any images or videos of pupils or staff without their explicit
permission.

* | am aware that people might be accidentally caught in the background of a shot — if this
happens, | will delete the picture/video unless those caught give permission to use the
image.

* | know that | should never tolerate others taking images of me without my permission and
| have the right to ask that images of me are deleted and not posted online.

» lunderstand that sharing or distributing intimate images ('sexting’) is illegal and against
school policy, regardless of consent. If | receive any such images, | will report it to a
trusted adult immediately.

Mobile Devices and Wearable Technology

* | will hand in my smart watch/wearable technology with my mobile phone switched off
each evening.

* On all mobile devices and wearable technology devices | will ensure that notification
alerts, text messaging services are turned off during lessons and school events. If | have
an Apple Watch | will enable the ‘SchoolTime’ feature for the duration of the school day or
on other devices set to ‘Do not disturb’.

*Forbidden and Inappropriate Material

Examples of forbidden or inappropriate material include pornographic material, material
promoting the use of drugs, harmful behaviours, politically extremist and violent material, racist
material, and the use of offensive language, sexually inappropriate, or explicit language.

While the school’s filtering system aims to block access to forbidden material, | will remain
vigilant and report any accidental access immediately to a member of staff.

Entrepreneurship and Mentoring
The School encourages students to be entrepreneurial and offers a variety of opportunities to
students to run their own business or work with professional mentors during business or enterprise
projects or competitions. This might involve online mentoring, possibly through Benenden Connects.
For Sixth Form students, you may undertake some virtual work experience. The School will help you
remain safe whilst doing this.
* If you do wish to set up a business with an online presence we expect you to inform the
Online Safeguarding team via your HM.
* The School name, logo etc should only be used with permission.
* Images used to promote products should follow the guidelines for images set out above.
* Appropriate safeguarding checks will have been undertaken by the school for any work
experience or mentoring

However, you must be on guard in case a site is allowed through the filter by mistake. Such sites
should be reported immediately to a member of staff.

Consequences

| understand that Benenden School has the right to take action against me if | am involved in
incidents of inappropriate behaviour, that are covered in this agreement, when | am out of School
and where they involve my membership of the School community (examples would be
cyberbullying, use of images or personal information, hurtful or derogatory comments on chat
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rooms, instant messaging, text messaging, social networking sites or similar websites). The
School reserves the right to examine any computer/smartphone brought into school which has or
could be connected to the School network.

I am aware that if | break this agreement, sanctions will apply. Blue Slips and detentions will be
given for more minor offences, but temporary removal from the School network, temporary
exclusion or permanent exclusion could result from very serious offences such as repeated or
extremely serious cyberbullying. | will always check with a member of staff if | am unsure whether
certain uses of ICT are appropriate or not.

Agreement
By clicking the 'Agree’ option below | confirm that | have read, understood, and agree to abide by
the points set out in the Benenden School Acceptable ICT Use Agreement.

If any part of this Acceptable ICT Use Agreement is unclear or if you have any questions about
its terms, please reach out to your HM for clarification. We aim to ensure all members of the
Benenden School community fully understand and are comfortable with the guidelines provided.
Agree Submission Button

This document is explained to pupils annually as part of a House Order and pupils will then be
required to ‘sign’ an online form agreeing to abide by these rules.

| have read the Acceptable ICT Use notes and agree to abide by the points mentioned. | will use the
facilities in a responsible way and observe all the restrictions.

Student SIgNAtUre ...
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Safeguarding 3 Appendix B: Staff Acceptable and Safe Use of ICT Agreement

As part of a professional organisation with responsibility for children’s safeguarding, it is important
that all staff take all possible and necessary measures to protect data and information systems from
infection, unauthorised access, damage, loss, abuse and theft. All members of staff have a
responsibility to use the School’'s computer system in a professional, lawful, and ethical manner. To
ensure that members of staff are fully aware of their professional responsibilities when using
Information & Communication Technology and the School systems, they are asked to read and sign
this Acceptable Use Policy. This is not an exhaustive list and all members of staff are reminded that
ICT use should be consistent with the School ethos, other appropriate policies and the law.

Further guidance on other aspects of appropriate behaviour is available in the Staff Code of Conduct.

Definition

| understand that Information Systems and ICT include networks, data and data storage, online
and offline communication technologies and access devices, as well as the use of Artificial
Intelligence tools. Examples include mobile phones, PDAs, digital cameras, email and social
media sites.

If | have any questions or concerns | will take these to the Online Safety Coordinator, Online Safety
Officer or Head of IT Support as appropriate.

Professional and Legal Obligations
1. lunderstand that the Computer Misuse Act 1990 makes the following criminal offences: to
gain unauthorised access to computer material; to gain unauthorised access to computer
material with intent to commit or facilitate commission of further offences or to modify
computer material without authorisation. | will therefore use School-owned information
systems appropriately and within the law.

2. | will respect copyright and intellectual property rights.

3. My use of ICT and information systems will always be compatible with my professional role,
whether using School or personal systems. This includes the use of email, text, social media,
social networking, gaming, web publications and any other devices or websites. My use of
ICT will be in accordance with the School ethos and the law. It will not contain any
inappropriate language nor any defamatory or libellous comments; it will not contravene the
School’s Equality Policy, e.g. in respect of gender, race, age, sexual orientation, religion or
beliefs, or any other protected characteristic.

4. | will not create, transmit, display, publish or forward any material that is likely to harass,
cause offence, inconvenience or needless anxiety to any other person, or anything which
could bring my professional role, or the School, into disrepute.

5. 1 will report any accidental access, receipt of inappropriate materials, filtering breaches or
unsuitable websites to the Online Safety Coordinator or the Technical IT Services Delivery
Manager as soon as possible.

14


https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://connect.benendenschool.net/staff/Handbook/_layouts/15/WopiFrame.aspx?sourcedoc=/staff/Handbook/Documents/Staff%20Code%20of%20Conduct.docx&action=default
https://benenden.sharepoint.com/sites/SHB/Documents/Forms/AllItems.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx
https://connect.benendenschool.net/staff/Handbook/Documents/Forms/AZ.aspx

SAFEGUARDING 3: ONLINE SAFETY POLICY

BENENDEN

6. | will report all incidents of concern regarding children’s online safety to the Designated
Safeguarding Lead/Online Safety Coordinator as soon as possible. In their absence | will
report any concerns to the Online Safety Officer or another member of the Safeguarding
team.

7. 1 will promote safe internet use with the pupils in my care and will help them to develop a
responsible attitude to safety online, system use and to the content they access or create.

Security

1. I'will respect system security and | will not disclose any password or security information.

2. To prevent unauthorised access to systems or personal data, | will not leave any device
unattended without first logging out or locking my login as appropriate.

3. When | am away from School, including working on one of my own devices, | will ensure that
no one gains access to the School network, systems or personal data via my username.

4. | will not attempt to install any purchased or downloaded software, including browser toolbars,
or hardware without permission from the Technical IT Services Delivery Manager as soon as
possible. and any personal devices | connect to the school network will have up-to-date
antivirus software working.

5. 1 will not attempt to bypass any filtering and/or security systems put in place by the School. If |
suspect a computer or system has been damaged or affected by a virus or other malware or if
| have lost any School-related documents or files, then | will report this to the IT Services Dept
as soon as possible.

6. In the event of my not being in school, e.g. through illness, | understand that the School may
access my folders and email to recover important documents. Where possible | will be asked
to give permission for this but will always be informed if this is to happen.

Data and Data Protection

1. I'will ensure that any personal data of pupils, staff or parents/carers is kept in accordance with
the Data Protection Act 1998 (DPA) and the European General Data Protection Regulations
(GDPR) and images or videos of pupils will be used in line with the School’s Data Protection
Policy and will always take into account parental consent.

2. | will not keep professional documents which contain School-related sensitive or personal
information (including images, files, videos etc.) on any personal devices (such as laptops,
digital cameras, mobile phones, memory sticks) or on a Cloud-storage system, unless they
are secured and encrypted. This also applies to file-sharing platforms such as Dropbox and
WeTransfer, please seek advice from the IT Support department before using any such
platforms. | will protect the devices in my care from unapproved access or theft.

3. Any photographs of students should be taken on School devices. Should your role require the
taking of images of pupils and you have not been issued with a School device, please contact
the Director of External Relations.

4. | will use School telephones/mobiles rather than my own devices to call pupils and parents.
Where this is not possible | will block my number or ask that the recipient delete it from their
device. Contacting pupils and parents using your school email or Teams account on a
personal device is fine.

5. 1 will not store any personal data on the School computer system without the written
permission of IT Services.

6. | will participate in annual data protection and GDPR training to stay updated on best
practices.
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7. | will report any data breaches or suspected vulnerabilities to the Data Protection Officer
immediately.

Where we believe unauthorised and/or inappropriate use of the information systems or
unacceptable or inappropriate behaviour may be taking place, the school will invoke its
disciplinary procedure. If the school suspects that the system may be being used for criminal
purposes or for storing unlawful text, imagery or sound, the matter will be brought to the attention
of the relevant law enforcement organisation.

I have read, understood and agree to comply with the School’s Online Safety Policy and Staff
Acceptable Use of ICT Policy

Signed: Print Name

Date
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Safeguarding 3 Appendix C: Classroom use of ICT

Pupil Use of Laptops and Tablets

The use of laptops and tablets is encouraged in the classroom as an aid to education. There should be a
clear reason for the use of the device and pupils should be made aware of what they are and are not
allowed to do. Staff should ensure they walk around the classroom when computers are being used so
they can see what is being accessed on the screens. This is particularly important during prep times where
pupils may be accessing a range of sites or programmes; staff should be confident in engaging with pupils
to ask why they are accessing a particular resource.

The use of technology in classrooms presents some potential challenges in terms of behaviour
management but it is important to focus on the behaviour rather than on the technology. Setting clear rules
and expectations, as you would with any other aspect of pupils’ work, should pre-empt most potential
problems. Although pupils do have Digital Futures lessons in IV-LV it is worth checking that pupils know
how to use a particular piece of software (even those you may consider to be basic office packages) in
advance of a lesson as this will also help to head off any issues.

If you plan to set preps that require the use of particular software, it is advisable to check with pupils that
they have it available on their own devices or to contact the IT Support department (helpdesk@) to see
whether it is available on the networked PCs.

There will be some pupils with Specific Learning Difficulties for whom the use of a laptop has been agreed
as a way of supporting their learning. Staff should be aware of who these pupils are (via the Academic
Support register) and allow them to use their laptops for any activity where this is practical. This extends to
class tests where there is likely to be a large amount of writing.

It may be necessary at times for teachers or senior pupils to request that access to specified websites be
granted in order to carry out School work. Teachers should make requests to the IT Support department in
good time for this to be resolved before their lesson — the IT Support department will pass requests on to
the Online Safety Coordinator if there is any concern about the websites to be accessed. Pupils must seek
the permission of the Online Safety Coordinator first, who will then contact IT Support if the request is
approved.
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Safeguarding 3 Appendix D: Technical information

Monitoring Usage of the School Network, Information Systems and Wi-Fi

Pupils’, staff and visitors’ use of the School’s network, information systems, the internet and email is
monitored to protect the interests of individuals and the reputation of the School. Web access is
filtered by Lightspeed to prohibit access to forbidden material and to provide age-appropriate access
to other sites. Web activity is logged automatically and daily checks are made of alerts to searches or
web site visits containing, amongst other things, terrorist, sexual abusive and self-abuse language.
Records of suspicious searches are reviewed by the Online Safety Coordinator and Online Safety
Officer, who will follow up as appropriate with the pupil or member of staff who executed the search.
In the case of pupils, alerts may be passed on a member of the pupil’s House team to discuss with
them but any cases will only be considered ‘closed’ once reviewed by the DSL or a DDSL.

The services provided by Lightspeed conform to the standards set out by the UK Safer Internet
Centre for ‘Appropriate Monitoring for Schools’ and ‘Appropriate Filtering for Schools’

All pupil and staff devices must be registered on the network before access to Wi-Fi is granted, this
ensures that their online access can be appropriately monitored and filtered. For pupils in Years 7-9,
all school devices are centrally managed through Microsoft Intune, enabling consistent application of
security settings, usage policies, and remote management capabilities.

Multi-factor authentication (MFA) and Geolocation Restriction are implemented for all staff and
pupils where appropriate, providing an additional layer of security to protect accounts from
unauthorised access when students are outside school.

In exceptional circumstances, the School will access files and email in order to protect the interests of
staff and pupils as well as the School’s reputation. This will not be done routinely but may take place
when investigating breaches of this policy. Such investigations will only be conducted with the
agreement of a member of SMT.

The school has implemented advanced Al-driven filtering systems that adapt to emerging threats,
including harmful content spread through new platforms and technologies.

Regular audits are conducted to ensure the effectiveness of filtering and monitoring tools, and
updates are made in response to new online risks.

Password Management

Staff and students are issued with a temporary password on arrival and advised to change as soon as
possible. Passwords have to be a minimum of 6 characters long (though 8 or more is preferable) and
they must contain a combination of at least any 3 of the following:

Upper case characters (A-Z)
Lower case characters (a-z)
Numbers (0-9)

Special characters (eg. !, @, #, &)

These monitoring and access-control measures directly support the safeguarding and online safety
principles set out in Section 3A — Keeping Pupils Safe Online, including the detection and escalation of
concerns related to harmful content, online conduct, and Al-generated risks.
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